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Nomenclature

• Russie
Ex: Cozy 
BearChine

Ex: Wicked Panda

Corée du Nord
Ex: Labyrinth 
Chollima

Mexique
Ex: Elephant Beetle

eCrime
Ex: Punk Spider

- APT: Menace Persistante avancée
- Zero Day: vulnérabilité non corrigée
- Exploit: script exploitant une vulnerabilité
- MITRE ATT&CK: Inventaire des tactiques et 

techniques des cyberattaquants
- OPSEC: Sécurité de l’opération
- OSINT: Sources d’information Open Source

Rappels de cours:

https://attack.mitre.org/groups/G0016/
https://attack.mitre.org/groups/G0096/
https://attack.mitre.org/groups/G0032/
https://attack.mitre.org/groups/G1016/
https://attack.mitre.org/groups/G1024/


Scan passif de technologies

domain:domain.fr
product:gitlab

Énumération de domaines

python sublist3r.py -d 
domain.fr

Wicked Panda

Exploitation d’applications publiques

sqlmap -u 
http://target.fr?id=1 -p "id"

• Scan actif de 
vulnérabilitéspython jexboss.py -host 

http://server.fr

https://attack.mitre.org/techniques/T1596/005/
https://www.shodan.io/
https://attack.mitre.org/techniques/T1595/003
https://github.com/aboul3la/sublist3r
https://attack.mitre.org/techniques/T1190/
https://github.com/sqlmapproject/sqlmap/blob/master/doc/translations/README-fr-FR.md
https://attack.mitre.org/techniques/T1595/002
https://github.com/joaomatosf/jexboss
https://github.com/nmap/nmap
https://github.com/networkdavit/OneForAll
https://github.com/networkdavit/OneForAll


Shodan scanne tout le monde



OSINT 100% passive

Lister les URLs 
indexées par des 
crawlers comme 
archive.org

gau --subs domain.fr  | 
sort -u | tee gau.txt

waybackurls domain.fr | 
sort -u | tee 
waybackurls.txt

Chercher par mots-clefs 
les urls intéressantes

cat waybackurls.txt 
gau.txt 2>/dev/null \
  | sort -u \
  | rg -i 
'(oauth|openid|oidc|au
thorize|token|login|log
out|signin|callback|red
irect|postlogout|msal|a
dal)' \
  | tee 
auth_related_urls.txt

Visualiser les urls

Noter les technologies 
et versions

https://github.com/tomnomnom/waybackurls
https://github.com/lc/gau
https://urlscan.io/
https://www.wappalyzer.com/


CVE-2026-50751

Scan Shodan

Détection &
Exploitation

Known Exploited
Vulnerability

Découverte et 
observation

https://github.com/watchtowrlabs/watchTowr-vs-Check-Point-CVE-2026-50751
https://github.com/watchtowrlabs/watchTowr-vs-Check-Point-CVE-2026-50751
https://www.exploit-db.com/
https://www.shodan.io/
https://vuldb.com/vuln/369177
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog


Cozy Bear

• Authentifiants
volésh8mail -t 

target@example.com

Vol de jetons

trufflehog git https://github.com/cnrs/repo

Profilage

ghunt email 
private.email@gmail.com

Scan passif de certificats

https://crt.sh/?q=dom
ain.fr

https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://app.dehashed.com/search
https://attack.mitre.org/techniques/T1078/004/
https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/techniques/T1589/
https://attack.mitre.org/techniques/T1596/003/
https://github.com/khast3x/h8mail
https://hunter.io/search
https://securitytrails.com/
https://securitytrails.com/
https://www.virustotal.com/
https://www.virustotal.com/
https://github.com/trufflesecurity/trufflehog
https://github.com/blacklanternsecurity/badsecrets


VirusTotal

- Sous-domaines
- Certificats SSL
- Fichiers référençant le domaine
- Fichiers communicants avec le 

domaine

https://www.virustotal.com/
https://www.virustotal.com/


Profiling & Leaks
[+] Custom profile picture !
=> 
https://lh3.googleusercontent.com/
a-/ALV-UjXA6Vqv2CrVlUK_

Last profile edit : 2026/06/01 
22:23:14 (UTC)

[+] Activated Google services :
- Youtube
- Photos
- Maps
- Meet

Profile page : 
https://www.google.com/maps/con
trib/113165654383606939471/revi
ews

[Statistics]
Reviews : 4
Photos : 47
Answers : 102
Places added : 1
Facts checked : 2

ghunt email 
private.email@gmail.com1. Lister les emails

2. Choisir une cible

3. Se renseigner

https://github.com/mxrch/ghunt
https://github.com/mxrch/ghunt
https://hunter.io/search


• test2fa.domaine.fr

Sous-domaines               intéressants

ftp.domaine.fr

sshserv.domaine.fr

mysql-db.domaine.fr

forge.domaine.fr

smtp.domaine.fr



- Tenant ID

- Utilisation de jetons 
JWT

- Jetons signés avec un 
algorithme solide

- Kerberos

• {

•   "token_endpoint":

•                
"https://login.microsoftonline.com/<tenant_id>/oauth2/v2.0/token",

•   "token_endpoint_auth_methods_supported":[

•     "client_secret_post",

•     "private_key_jwt",

•     "client_secret_basic",

•     "self_signed_tls_client_auth"

•   ],

•   "jwks_uri":

•                  
"https://login.microsoftonline.com/<tenant_id>/discovery/v2.0/keys",

•   "id_token_signing_alg_values_supported":["RS256"],

•   "response_types_supported":["code","id_token","code id_token","id_token 
token"

•   ],

•   "scopes_supported":[

•     "openid",

•     "profile",

•     "email",

•     "offline_access"

•   ],

•   "kerberos_endpoint":

•                    "https://login.microsoftonline.com/<tenant_id>/kerberos",

•   "mtls_endpoint_aliases":{

•             "token_endpoint":

•                    
"https://mtlsauth.microsoft.com/<tenant_id>/oauth2/v2.0/token"

•      },

•   "tls_client_certificate_bound_access_tokens":true,

•   "tenant_region_scope":"EU"

• }

https://login.microsoftonline.com/domain.fr/
v2.0/.well-known/openid-configuration

OSINT Azure

https://attack.mitre.org/techniques/T1592/004/


Azure accrobranche

• Point d’entré

- Password spraying

- Comptes de test sans 
MFA

- Proxy résidentiel• Persistance

- Anciennes 
applications de test

- Permission 
“Mail.ReadWrite”

- Ajout de certificats 



BBot

https://github.com/blacklanternsecurity/bbot


Questions
(si il reste le temps)


