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Nomenclature
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Rappels de cours: ? ne [EAPX

- APT: Menace Persistante avancée

Ex: Cozy
Chibear

Ex: Wicked Panda

- Zero Day: vulnérabilité non corrigée

- Exploit: script exploitant une vulnerabilité
- MITRE ATT&CK: Inventaire des tactiques et
techniques des cybera’ttaquants AW Ex: Labyrinth
- OPSEC: Sécurité de 'opération #~ Chollima
OSINT: Sources d’information Open Source G

eCrime

Ex: Punk Spider



https://attack.mitre.org/groups/G0016/
https://attack.mitre.org/groups/G0096/
https://attack.mitre.org/groups/G0032/
https://attack.mitre.org/groups/G1016/
https://attack.mitre.org/groups/G1024/
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python jexboss.py -host
http://server.fr
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Enumération de domames

python sublist3r.py -d

domain.fr

Nmap
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Exploitation d’applications publiques

(; | sqlmap -u
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https://attack.mitre.org/techniques/T1596/005/
https://www.shodan.io/
https://attack.mitre.org/techniques/T1595/003
https://github.com/aboul3la/sublist3r
https://attack.mitre.org/techniques/T1190/
https://github.com/sqlmapproject/sqlmap/blob/master/doc/translations/README-fr-FR.md
https://attack.mitre.org/techniques/T1595/002
https://github.com/joaomatosf/jexboss
https://github.com/nmap/nmap
https://github.com/networkdavit/OneForAll
https://github.com/networkdavit/OneForAll
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Lister les URLs
indexées par des
crawlers comme
archive.org
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Wavbackurls

waybackurls domain.fr |
sort-u | tee
waybackurls.txt

——
A

gau ~subs domain.fr |
sort-u | tee gau.txt

OSINT 100% passive

cat waybackurls.txt
gau.txt 2>/dev/null \

| sort-u \

| rg -
'(oauth | openid | oidc | au
thorize | token | login | log
out |signin | callback | red
irect | postlogout | msal | a
dal)' \

| tee
auth_related urls.txt
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Visualiser les urls
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Latest News

technologies
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Noter les technologies
et versions
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https://github.com/tomnomnom/waybackurls
https://github.com/lc/gau
https://urlscan.io/
https://www.wappalyzer.com/
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CVE-2026-50751

Découverte et
observation

CVSS Meta Temp Score

8.3

Current Explot Price (=)

Tl Interest Score

3.54.0.0/15" product:"Check Point"

EPSS Score: 0.41152
EPSS Percentile: 0.98486

VulDB \

Universite Numerique lle-de-France

—

Renater
MJENR-DATACENTERS 1

Universite Claude Bernard - Lyon 1 1

Détection &
Exploitation
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Known Exploited
Vulnerability

CHECK POINT | SECURITY GATEWAY

X CVE-2026-50751 =
|
| Check Point Security Gateway Improper Authentication Vul
| authentication vulnerability in IKEV1 key exchange that could.
authentication and establish a remote access VPN connection

Related CWE: CWE-287 07
| A Known To Be Used in Ransomuare Campaigns? Known

§ Action: Apply mitigations per vendor instructions,

follow applicable BOD 22-01 guidance for cloud
services, or discontinue use of the product if
mitigations are unavailable.

Additional Notes +



https://github.com/watchtowrlabs/watchTowr-vs-Check-Point-CVE-2026-50751
https://github.com/watchtowrlabs/watchTowr-vs-Check-Point-CVE-2026-50751
https://www.exploit-db.com/
https://www.shodan.io/
https://vuldb.com/vuln/369177
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Cozy Bear

e Authentifiants

Vol de jetons

trufflehog git https://github.com/cnrs/repo

h8mail -t

target@example.com

Scan passif de certificats

ain.fr

https://crt.sh/?q=dom %
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https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://app.dehashed.com/search
https://attack.mitre.org/techniques/T1078/004/
https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/techniques/T1589/
https://attack.mitre.org/techniques/T1596/003/
https://github.com/khast3x/h8mail
https://hunter.io/search
https://securitytrails.com/
https://securitytrails.com/
https://www.virustotal.com/
https://www.virustotal.com/
https://github.com/trufflesecurity/trufflehog
https://github.com/blacklanternsecurity/badsecrets
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Sous-domaines

Certificats SSL

Fichiers référencant le domaine
Fichiers communicants avec le
domaine



https://www.virustotal.com/
https://www.virustotal.com/

* Email

Username

IPACdress

Password

Fullname

1. Lister les emails

Seorch across thousonds of dota breaches for free!

Phone

o Health 3

.ﬂ("‘u partment unknown 51

B

Autematc

Unlock

ghunt email

I_—( alchemist®kali)-[~]
$

private.email@gmail.com

Filter Results

Columns

8 emoil _address
usermame 1452

0 ipoddress
possword
fulinome
country

0 usorid

@ firstname
lastname
€ phone

£ breachname
© member _id
£ socret
mobile
possword2
salt

© plointext
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Results found: 1,023/1,033

123rf.com
Date indexed: 2020-11-18
Total Records: 8,620,031

1 6
Record found Columns
adobe.com
Date indexed: 2017-02-20
Total Records: 152.046,5674
7 2

Records found Columns

Classification: Int-ernal



https://github.com/mxrch/ghunt
https://github.com/mxrch/ghunt
https://hunter.io/search
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“Sous-domaines

@ * test2fa.domaine.fr

: @ ftp.domaine.fr

sshserv.domaine.fr

Intéressants

@ mysql-db.domaine.fr
@ forge.domaine.fr

i @ smtp.domaine.fr
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- Tenant ID

- Ultilisation de jetons

JWT

- Jetons signés avec un
| ithme solide | { e )

11592.004

4

v2.0/.well-known/openid-configuration

"token_endpoint":

"https://login.microsoftonline.com/<tenant_id>/oauth2/v2.0/token",

"token_endpoint_auth_methods_supported":
"client_secret_post",
"private_key_jwt",
"client_secret_basic",
"self_signed_tls_client_auth"

Il

"jwks_uri":

"https://login.microsoftonline.com/<tenant_id>/discovery/v2.0/keys",

"id_token_signing_alg_values_supported":["RS256"],

"response_types_supported":["code","id_token","code id_token","id_token
token"

https://login.microsoftonline.com/domain.fr/



https://attack.mitre.org/techniques/T1592/004/
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https://github.com/blacklanternsecurity/bbot

Questions

(si il reste le temps)
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