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Rappels de cours:

APT: Menace Persistante avanceée

Zero Day vulnérabilité non corrigée

Exploit: script exploitant uneulnerabilité
MITRE ATT&CK: Inventaire detactiques et
techniques des cyberattaquants |
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Ex: Cozy Bear

Chine
Ex:WickedPanda

Ex: Labyrinth

Ex:ElephantBeetle



https://attack.mitre.org/groups/G0016/
https://attack.mitre.org/groups/G0096/
https://attack.mitre.org/groups/G0032/
https://attack.mitre.org/groups/G1016/
https://attack.mitre.org/groups/G1024/

Wicked Panda
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F(Enumération de domaines
python sublist3rgy
domain.fr
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Scan actif de 3

python jexbosspgt
http [/server.fr

Expl oitati on d0alpep

sglmapu
http://target.fr?id=f "id"



https://attack.mitre.org/techniques/T1596/005/
https://www.shodan.io/
https://attack.mitre.org/techniques/T1595/003
https://github.com/aboul3la/sublist3r
https://attack.mitre.org/techniques/T1190/
https://github.com/sqlmapproject/sqlmap/blob/master/doc/translations/README-fr-FR.md
https://attack.mitre.org/techniques/T1595/002
https://github.com/joaomatosf/jexboss
https://github.com/nmap/nmap
https://github.com/networkdavit/OneForAll
https://github.com/networkdavit/OneForAll
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Lister les URLs
indexées par des
crawlergomme
archive.org
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Waybackurls

waybackurldomain.fr |
sort-u | tee
waybackurls.txt

gau-subs domain.fr |
sort-u | tee gau.txt

cat waybackurls.txt
gau.txt 2>/dev/nulh

| sort -u\

| rg
‘(oauth|openid|oidc|au
thorize|tokenl|login|log
out|signin|callback]red
irect|postlogout|msalja
dal)\

| tee
auth_related_urls.txt
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https://github.com/tomnomnom/waybackurls
https://github.com/lc/gau
https://urlscan.io/
https://www.wappalyzer.com/
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CVE-202650751
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Known Exploited
Vulnerability

CHECK POINT | SECURITY GATEWAY

#¥ CVE-2026-50751 o

Check Point Security

authentication and establish a remote access VPN connection

Related CWE: CWE-287f

b A Known To Be Used in Ransomware Campaigns? Known
3} Action: Apply mitigations per vendor instructions,
follow applicable BOD 22-01 guidance for cloud

-~
.,V services, or discontinue use of the product if
mitigations are unavailable.

A

Additional Notes +

&z H

prop: ion Vul
authentication vulnerability in IKEv1 key exchange that could {



https://github.com/watchtowrlabs/watchTowr-vs-Check-Point-CVE-2026-50751
https://github.com/watchtowrlabs/watchTowr-vs-Check-Point-CVE-2026-50751
https://www.exploit-db.com/
https://www.shodan.io/
https://vuldb.com/vuln/369177
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
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Scan passif de certificats 4
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- Profilage
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N private.email@gmailicom 2



https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://app.dehashed.com/search
https://attack.mitre.org/techniques/T1078/004/
https://attack.mitre.org/techniques/T1566/001/
https://attack.mitre.org/techniques/T1589/
https://attack.mitre.org/techniques/T1596/003/
https://github.com/khast3x/h8mail
https://hunter.io/search
https://securitytrails.com/
https://securitytrails.com/
https://www.virustotal.com/
https://www.virustotal.com/
https://github.com/trufflesecurity/trufflehog
https://github.com/blacklanternsecurity/badsecrets
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Souglomaines

Certificats SSL

Fichiers référencant le domaine
Fichiers communicants avec
domaine
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Communicating files

Resolutions



https://www.virustotal.com/
https://www.virustotal.com/
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Profiling & Leaks

1. Lister les emails

Job title v Saved leads v

People - 63

» IT 2

» Management 2

» Education 4

» Design 1

=+ Add filter

Decision makers - 0

Enter a full name...

Generic - 3

2. Choisirunecible

—(alchemist®kali)-[~]
—$ ghuntemail

private.email@gmail.com

; -Youtube
-Photos
~-Maps

- -Meet

~ Profile page :

3. Saenseigner [Statlstlcs]

‘“’i_ast profile edit : 2026/06/@“ IC
22:23:14 (UTC) s

[+] Activated Google serwces
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https /Iwww.google.com/maps/cor sl
trlb/113165654383606939471/rev :
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https://github.com/mxrch/ghunt
https://github.com/mxrch/ghunt
https://hunter.io/search

Search

Filter Results

Columns

0 ipoddress
£ possword
0 fulinome

£ country

0 usord

@ firstname
8 lastname
€ phone

£ breochname
£ membaer_id
£ socret

£ mobile

8 possword2
£ =ait

8 plontext

8 emaoil _address

8 usemame 1452
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Results found: 1,023/1,033 1
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(1 A
123ri.com . |
Date ndexed. 2020-11-18 !
Total Records: 85620 03) I
|
Record lound
adobe.com ]
Date indexad. 2017-02-20 |
Totol Records: 152946674 !
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Classification: Internal


https://leak-lookup.com/search
https://leak-lookup.com/search
https://leak-lookup.com/search
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@ test2fadomaine.fr il @ mysaidb.domaine.fr
; |

)
@ ftp.domaine.fr @ listes.domaine.fr
{ .' '\
5/ ¥, r@ sshserdomaine.fr @ smtp.domaine.fr
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ATenant ID
AUtilisation de jetons JWT

AJetons signés avec un
algorithme solide

AKerberos

https://login.microsoftonline.com/domain.fr/
v2.0/.wellknown/openidconfiguration



https://attack.mitre.org/techniques/T1592/004/

Poi nt dédentr ®

A Passwordpraying
A Comptedle test sans MFA
A Proxy résidentiel

Persistance
A Anciennesipplications de test
APer mi MaliReadWrifé

A Ajout decertificats
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