AS_Pilet1_CH_G14268_CH_atlpile]_OU_Users_OU_Organic_| unanlc eemJH: m_aunjau_pxut cnpanuil JNULL_, aunuﬁus/cﬂuﬂﬁﬂ?u!:.‘s(mr!rm» -q loag -n 1 -j crod5_456478432
2813-88-82T1 548200 cccressceli®S a.motice suds tlas@dé ; CONNAND=/u exac/sge_ =h -x fvar/g crean_ nnubo\'\l‘::. < At1acddi/graxy/1N7I674828, 4SERTH TRASSRED
ers/Ch=atlpilol ATLAS Pilatl -r ma -c /) m:lue o a lgnuu OU_Users_oU_org; _ce tlas_Rale_pilot_Capah: £ 447CREANA53359784_jabMrapper.sh -1 /tnp 13235749973 -a fvardglite _ t1_CN_61426_CN_at
1pilol_0U_Users_04_organic e DC_ch_atlas_Role_pilor_Capahility AU 3359794 -2 tomcat : TT¥=unknown ; PWD=/ OMNAND=/usr/1ibexec/sge_submit. sh -x hlr!lllnhrzﬂ_nnﬂhlllllnl(lll_lnhﬂl_)Tl.l!Jlln!l cu_suzu =] -upnnl ou_ Insent nn Organic lhll!Jl(_ten\Jl‘ m_uﬁ-;_mu_ann\_t pat uln, ULt 1asad6/proxy/
1372678026_4BB670_18453852444578 - IK-tth-tnrﬂ(ﬂhﬂr‘nml( Units/0UsUsers/CH=atlpilol fEN=614268/Cli=Robot - ATLAS PULEY & 7o o muguze{zmm_smh-h Las/CH_Robot__ATLAS_Pilot!_CN_§14268_CH_at1pilel_0U_Users_0U_Organic_Units_BE_cern_BC_ch _Role_pilot_Capability NULL_. i794_jobWrapper . sh -T /tap -C /tmpfce-req-file-1375433235748373 o
fvar/glite/cream_sandbox/atlas/CN_Robot__ATLAS_Pilot1_CH_61426: ﬂLatlplln\ ou llkm,ﬂthrnni: u-us BC_cern, nc ch_‘l.‘lnjohyllot Capabllity KULL at. doutput -=
2013-88-02T10:47:15+02: 88 ccereamcelids a motice sudo tomcat : (cammand glite/c andbox A o CH_a _0U_Users_OU_Organic_Units_DE_cern_D¢_ch
AS_Pilot]_CH_614268_( Cl'.l!lﬁll' OU_Users_0U_Organic_Units DC_cern_DC_c GMHOWIQJHGL’ bile _JMI. it iln‘slmrﬂrl’vr -q long -n 1 - cra@S_ 453359794
ccage®®d 8.netice ==hd[6173): pan_unix(sshd:auth): authentication granes uidsd euid=d tty=ssh rusers rhostecarente.lns.infn userseeniglis

rganic Units

atlas@46/45/CREANASI259784 /StandardErrar -q long -n | -j

nl5 453359794 tomcat : (camnand continucd) fvar/glite/creas_sandbox/atlas/CN_Robot__ATL

vl user.notice by-cansale/ccasndlide b : ! 16250107 8aze0:06:00 10 header: FF:FFFF:FFIFF 16536171832 00:08:00
syslog 9580 CGRE8135] age: “cinvidaug 2 10: SeusgedSE0 CORELH13S]: Warning: canaot write tid 20345 to Jegroup/cpu/Soba/synten//tasks:o such pracess’
s80 CGRECB135) “cinvldsAug 2 10:47:15 cousgedSbe CGRE[S135): Warning: csraup_attach task_pid Failed: 50016

ccangetst ssage: “einvidau 80 CGRELOINE]- log nessage: “<invidaug 2 18 ceusged580 CGRE[S135): Warning: failed to apply the rule. Error was: S0016°
ccescinde d 1 conn_ (Iuic('l\ﬂ] connection closed, 9x11d93ed |
2 s a <invidehug 50588 CGRE(B135]: log message: "<invidAug 2 10:4 cewsged5he CGRELE135]: Warning: cannot write tid 22346 to /egroup/epu/jobs/systen//tasks:No such pracess”
2613-98-02T8) ccusgedSss syslog err unpar sage: "sinvidshug : et ol S ccusge@S80 CGRE[8135): Warning: cgroup_attach_task_pid Failed: 50016"
2613-98-02T8 3 5 age: "« A S0 CGRI § nescage: “cinvldvAug 2 ceusge®SE0 CGRE[§135): Warning: failed to apply the rule. Error was: 50016°
2613-96-02T1 : d: DHCPDISCOVER fram 84:22:1 T4 158 1847217 ne Fran 1esses ENEPDISCOVER from 00 2 via ethd: metwark 134.158.184/21: na free leases
2013-88-82T68:47:15-88:88 cowsgeddss syslog err unparsesble log message: “invldshug 3 cGR - log nessage: “<invldeaug -47:18 ccusgedéss CGRE[5232]: Warning: cannot write tid 11845 to e T A
2613-98-82T88:47: 15-00 88 ccwsgedd®s syslog err unparseable log message. “<invidwAus log nessage: "<invldeaug 47:16 cousgedd3E CGRE[4252]: Warning: cgraup_attach_task_pid Failed

2013-08-82T00:47: ls-n :mqelui nyal-g err unparseable lag neszage: "<invldrAug RE| 7 5 “cinvldeAug 24716 ccusgeddds CGRE[429 il 1y the rule Errw was
2813-88- !lTl | user e by-cansalefccasndli@d1d: martian sourc p i e, a -

mm NBUT ot ce connoieccasnationgds
2013-88 171 & i il e e e

2013-08-02T88:47: 16+ cewmesx! 2. in2pd. fr locald infe Vpxa
2413-40-02T08:47: 1010200 ccrmesa!2.Lntpd. fr Tockld.info Vors
~827T88: ccwmesxl2. in2pd. fr locald.info Vpxa
88 covmesxi2.in2p). fr locald info Vpxa . Sor
cevaesx12 1nzed.fr dacald infa \pni (20 B ' 1 2 i ] 9878361 [Vpxalnvtitost] Increment naster gen. mo to (998144): VnRuntime:VpxalnvtVaChangelistensr::RuntineChanged
ccvmesxl 2. in2pd.fr lﬂ:ll“ !nfe Vpxa 231 V" M £ i a n 3 Jates() 3 5 - 3 ting next WaitFerUpdates() call to hostd
ccvmesxi 2. in2pd. fr loc

[2623EE90 verbose
[2623E894 verbose '

aHalCnxHostagent : -Processiipdat

Applying updates from 2059151 to 2058152 (2t 2653151)

< nartian
ccusged72d daemon. notice puppet-agent [4888): Creating dirs and 1
ccwsged724 daemon. notice “[4085] [SEsa ERRINT/Ey HeErLa
ccensrvl2 user notice

@8 -82T & " o i itf . n (L o o
2613-8B-82T68:47:16+82:88 ccy a v . 2 Eisatizetants pplying updates from D etz TT03320 (ot 2293527 [FPACZADR verbooe " pratalCnaHostagent' opID=WFl-2664c51] [VpxaMtalCnzMostagent: -Processiipdate] Applying updates fram 2295527 ta 2205528 (at 2295527}
2813-88-82T8H:47:16+82: 88 « 4 i = t 0 66 [\Dmllx]mlln-tb. ' 1@ ﬁu-s( < i guest disk" [FFJ.EZE-I!B verbose 'hostdvm' oplD=WFU-2664c57] [VpraMalVaHostagent] GuestInfo changed 'guest disk'
2813-08-02T88:47: 16+82: 80 : - a 3 [¥anal e . ) 18 [FFAC2608 verbase 'halservices' opll crvices] VnGuestDiskChangs Event for va(l1) 18
2813-0B-82T08:47: 16+02:88 cc: i a 2 op! " hangel istans a ‘vpxavpralnveVn' opI0=WFU-2664c57] [VpxalnvtVnChangelistencr] Guest DiskInfa Changed
2813-88-82T88:47: !BOIZ o n a 4 alalCn: tagent = & ] a n i U to hastd [FFAC2608 verbose 'VpxaMalCnxHostagent® oplD=WFU-2664cS57) [WaitFarUpdatesDane] Starting next WaitforUpdates() call to hastd
2813-88-82T88. 88 co F Al aMa Hos ol Fu- [ F 3 | E 1ba [ ‘pradalCnxHostagent ' 10=wFU-2664c57] [WaitForUpdatesDone] Completed callback
2013-88-82T88:47: \0 [ i a M Fu- [MaitForupdatesDone ack [IA844B98 verbose pt\H\](ﬂlllnsL!g!ﬂl [waitForUpdatesDone] Received callback
O i 49 v *VpxahlalCnxb " op -5 [upralia Lenshas tagent - ! updates from [3AB44838 verboze 'VpxaMalCasHostagent' opl0=wFil-3cddd98d] [VpsaaltnaHastagent: :Processiipdate] applying updates from 2295528 to 2295528 (at 2258526
. F : SRS 1 I A [3AEe4BI0 verbos 18: Runtime changed 'guest.ipStack
18 [3AE44B38 verba RuntineChange Event far va(11)
nged [JAB44D90 verbose 'vemavpxalnvtHast' oplD=WFU-Jcd40964] [VexalnvtWest] Increnent master gen. no to (194665): VeRuntime:Vpxalnvt¥aChangelistener::RuntimeChangs

in2p3. 4a9 se " a st FU-3 1 1 Incre s " s c ten tinet
4
: 5 L v 5 1 Dane ) xt upd call fostd
L op. ragent’ 1
644, ful
2T " 472 1 [ s (debugsi
; 2 @ o a: 1
e L i " =11 usr#localrp s/sgesbin/se] les
2613-88-82T81: 5. 4 b ite ti o
2613-86-82T88:47:15-88 y. @ : W -
2613-88-82T88:47:15-88 i £
s : 3 1 ¥ i Fi E = thi
8 : : 1 : : ac 9
2. ja- 1 a5tz
3 & s 3 ta
2788 L 1 1 4 RE L " i5 wsgedSie 630 far
ribs 7 - > -

o /1 pul
Warning: cgraup_attach_task_ aid failed: 50016"
s cowsged530 CGRELS30S]: Warning: failed to apply the rule. Error was: 50
log nessage: “<invid>Aug ceusged5EE CGRELE135]: Warning: canmob write tid 22372 to Ie;rmrewuua systen//t
log nessa cinvidzaug cewsge®SE0 CGRE[8135): Warning: cgroup_attach_task_pid Failed: 50016
s68 mn:[nus: log neszage: “<invidsAug : cewsge@5Ed CGRE[$135): Warning: failed to apply the ruls. EFrer waz: S0016°

CONNAND: binfid =u  tomcat : TT¥=unknown ; PWD=fvar/tmp ; USER=1lc®13 ; COMMAND=/usr/bin/id =u
D= /hone| CONNAND=/usr /lacal/product s/sge/bin/setafsguota. sh scratch /scratch/6635569.1.1ong 311200
cess”

as. 16 1 conn_claze(1@1) connection closed. 8x6b6318 1
ceusgedshl daenon notice puppet-ag B e nain]/Puppet/Execlforce_panZl/returns) executed sfully

ceavliT dasmon notice puppct- ol i cexrdli®31. in

I‘!ESB] nsg=<---- TIMESTANP ---->

ce by-consale/ccosndligdls
e by-consale/ccosnd1i@@al: 11 header:
portmap[14281]: connect Fran 134,158
2013-8B-82T18:47: 16+82: n cewsgedl 14 a.notice sudo:  ilc813 : TTYsunkaown ; PWD=fhanc
2013-88-82T1 6+82:88 ccogli®d dluu notice puppet-agent[81128): Finished u.-w‘ag run
2013-08-02708. 5-00:00 ccwsge®Sdd syslog. err u < 2 7 ¢ lag nessa War
2013-88-82T08: 4 rrou 2 THI > My 581 E log nesss E Wal o

& ceusgeasie CGRE[8369]: lag m i i Warllng - op
6 cousgeobEd CGRE[01538): log v 2 19:47:16 cousgedSie c;aem;s. Warning: cannot write 1:«2 to I:lrwphw.f’ub!hn!uu‘ﬂ 5:Mo such process®

4580 CGRE essage vldsAug 2 19:47:16 cousgedShd CORE[6135] ning: cgroup_attach_task_pid Failed: 50016

log nessage: “<invids 2 10:47:16 ceusgedSsd CGRE[4135) ning: failed ta apply the rule. Error was
log nessage: “<invlds 2 10:47:16 cowsgedSsd CGRE[S135]: Warning: canmot write tid 22403 to Ieurmrcwuobahnlenﬂt Mo such process”

Sl [6135]: 1a “dinvldAus 2 19:47:16 cewsgedSsa CGRELS135]: Warning: cgroup_attach_task.pid Failed:
@0 cewsge5se sysleg err unps ge: T% 5 ssage: “<imv1drAug 2 10:47:16 cewsge®580 CGRE[8135]: Warning: failed ta apply the rule. EFFer was: S0016
2813-98-92T1 6+42:00 cceresmceli®l localS. info & = tge/b L u 1 fopt/ege/bin/lx24-amd6d/qetat -u +

2013-06-02T19:47:16+92:08 cccresmceli®s 3 notice sud 2 ¥: EEEY : var f ] CONMAND=/usrs/bin/id =u tomcat : TTY=unkn
2813-88-82T1 6+82:88 cows a motice sudo PWD=/sps/ i periodC_nuons_list ; USE aot

d scratch fecrateh/6631259. 24 long

ENTHAUE LA LB b1 syslog_err unparseable log message: "<invldehug 2
537 sysleg.errudo rzhang : TT¥=unknawn ; PWD={aps/atla

SER=at1as@46
szafhi long  rzhang : TTY=unknown ; PWD=/sps/atlas/rirzhangflog/dir_files_periodC_nuons 1ist ; USER=rast : CONMAND=/usr/local/products/sgefbin/setxfsquota sh -

irfling fl cannotf i 5/systen//tasks:No such pracess

RECBS22): log nessage: "<i v1d=u, 2
€ C long  rZhang - TTY=unknawn ; PWD=/sps/atlas/rirzhangflog/dir_files_periodC_nuons.list ; USER=roat ; CONMAND=fusr/local/products/sge/binfsetxfsquata.sh -

es_periodC_nuans.list ; USE|

537 sysleg.err unparseabls log message: "<invldAug
cewsged5)7 syslog err unparseable log message: “<invldaug
cewsged5)] syslog err unparzeable log message

5
d scratch !unr.emnslzsg 24.long
4T:

CGRE(E922]: lag nessage: "cinvidsAug 2 18:47:16 cousged ning: canaot wrice cid 311 to logrevslopul Jebe/eystent tatkatho such process®
6 ccusged5i] CGRE[8922): lag message: "cinvidaug 2 19:47:16 cousged53T CGRE[$322]: Warning: cgraup_ateach_task_pid failed:
CGRE(BS22]: log nessage: “cinvldvaug 2 10:47:16 cowsgedS3T CGRE[£322]: Warning: failed ta apply the rule. Errer was: 50816"
CORMAND=/usr /bin/id tamcat : TTYsunknown ; PuD=/var/tmp ; USER=honcd5é ; COMNAND/usr/bin/id -u

88 CGRECONTE): log message: "<imvldsAug 2 10:47:16 cowsgeddlB CGRE[4376): Warning: canmot write tid 10374 to i:cmahpunuh- ‘systeas/t.
sge48s CGRECDITEN: log 2 19:47:16 ccwsgedd8E CGRE[S376]: Warning: csroup_attach_task_pid failed: 50016
0488 CORECBITE: log message z w 47: 16 cewsgedass CCRELE3763: Warning: failed to apoly the rule. Error was: SO018

/5 sandbex CN_Christian_Grefe CH_673318.CH_cg o
LL_Capability NULL CREANTE1199463 true

No sueh process”

s
6+92: 00 cceresnceli®® & notice
glite-cresm-createsandboxdir mmmmr n. lldnn m _Christian_Grefe CH_ unn (u gg:f: ou_Use
6+82:08 ccdehoordd auth.« %P nl1a262] i 232 0
6+92:00 cceresmceli®d a motice sudo tamecat E o CONM, Jusrib TT¥=unknown ; PUD=/var/tmp ; USER=atlas@d8 : COMMAND=/usr
5 I 1o =T u ] Ay enCEAlicE A Warning inuu.l file !wrlﬂl vF !nm!'ll!ﬂh atus”
6492:00 cowsgedl BB a notice suda: *icats ¢ . : us 5 Brady seib tx : sserateh/66 ng 311208 iledld “n honefiled13 ; USER=raot : CONNAND=/usr/lacalipraducts/sg

+92:00 ccusgedS94 & motice sudo-  deprad - aldcprod ; USER=ract ; CONNAND: r S607.1routputs 25n  deprod - TTY=unknown
.puluuauu-ge-snuuun_;oausnsiu Foutputs 25m

slog. err unparseable log message:

5.DC_gern_0C_ eh_ile tencat : TTY¥aunknawn ; PRD=/usri/share/toncaté ; USER=iledld

te/crean,

_0¢ <n ne Role_|

fbindsetafsquota. sh seratch /scratch/6635568.1.1ong 311200
PWO=/af s/in2p3. fr/hone/d/deprod ; USER=rogt ; COMMAND=fusr/localfpraducts/sge/binfsetxfsquota.sh joboutputs /Var/

faquota.sh joboutput

<invidhug 2 REC8382]: log nessage: "<invid>Aug 2 19:47:16 cowsge@ds6 CGRE[8352): Warningl]

B2/88
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LARGE HADRON COLLIDER






| MILLIARD DE COLLISIONS PAR SECONDE
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-

&
- mgmegenerator.net

Heureusement il y a les triggers = 1 Go/s



CCINZP3






EVENEMENTS



o 2 types d'évenements
= journaux ("logs")
o syslog (/var/log/messages)
= métriques ("metrics")
o collectd (/proc/..)
o 2 cas d'utilisation principaux
= analyse post-incident
= alerting et control-room



e Journaux

= "push”

= horodatés

= message + clé/valeurs
o Métriques: pull

= "pull" régulier

= horodatés

= nombre + clé/valeurs



CCINZP3: CHIFFRES



e Journaux : ~ 100 million par jour

o Métriques : ~ 1 milliard par jour

e points de mesure : ~ 400'000

e unités : ~ 2400 serveurs, alims, clims, onduleurs,
générateur, ...



LHC génere la méme quantité d'événements
chaque seconde...



EXEMPLES



METRIQUES

ccsvl1i6ed.in2p3.fr cpu/cpu-idle ok 99.53

ccosvms0034.in2p3.fr interface-ethO0/if octets/rx ok 172.1
ccwntestl4.in2p3.fr df-var/percent bytes-free critical 0.0




JOURNAUX

kernel: Killed process 29959, UID 42046, (hadd) total-vm:202363492kB, a

ata2.00: exception Emask 0x0 SAct Oxffff SErr 0x0 action 0xO0
puppet-agent[16528]: Finished catalog run in 44.06 seconds




METHODES TRADITIONELLES
ANALYSE POST-INCIDENT



/var/log/messages

ou

syslog centralisé

Useless Use Of Cat




EXEMPLE: CLIENTS DHCP

2016-04-01T18:15:57+02:00 ccosctl05 <daemon.info> dnsmasq[25597]:

3e:b4:a8:d6 cloudatlas2-7bab664b9-c6c8-4b52-b9fa-3f30a9b84a0f

2016-04-01T19:48:01+02:

3e:f3:87:fd ccosvm@818

2016-04-01T19:49:30+02:

3e:f3:87:fd ccosvm0818

2016-04-01T19:50:58+02:

3e:f3:87:fd ccosvm@818

2016-04-01T19:52:27+02:

3e:f3:87:fd ccosvm0818

2016-04-01T19:53:56+02:

3e:f3:87:fd ccosvm@818

2016-04-01T19:55:25+02:

3e:f3:87:fd ccosvm0818

2016-04-01T19:56:58+02:

3e:f3:87:fd ccosvm@818

2016-04-01T21:09:37+02:

e:f6:d6:66 testwin2

2016-04-01T21:13:20+02:

e:d6:49:d4 testwin

2016-04-01T23:32:26+02:

2016-04-01T23:33:29+02:00 ccosctl05 <daemon.info> dnsmasq[25597]:

00

00

00

00

00

00

00

00

00

00

ccosctlos

ccosctlos

ccosctlos

ccosctlos

ccosctlo5

ccosctlos

ccosctlo5

ccosctlos

ccosctlo5

<daemon.

<daemon.

<daemon.

<daemon.

<daemon.

<daemon.

<daemon.

<daemon.

<daemon.

info>

info>

info>

info>

info>

info>

info>

info>

info>

ccosctlO5 <daemon.info>
:3e:09:1b:17 cloudatlas2-daabl702-c217-4e0f-9bf4-d93fc2a97da9

dnsmasq[31067]:
dnsmasq[31067]:
dnsmasq[31067]:
dnsmasq[31067]:
dnsmasq[31067]:
dnsmasq[31067]:
dnsmasq[31067]:
dnsmasq[31124]:
dnsmasq[31124]:

dnsmasq[25597]:

:3e:09:1b:17 cloudatlas2-daabl702-c217-4e0f-9bf4-d93fc2a97da9
int m,mac[mlflil5/01(0)$ awk '$4 ~ /dnsmasq/ && $5 ~ /DHCPACK/ {mac[$7]1++} END {for (m in mac) {pr

DHCPACK(br816)
DHCPACK(br800)
DHCPACK(br800)
DHCPACK(br800)
DHCPACK(br800)
DHCPACK(br800)
DHCPACK(br800)
DHCPACK(br800)
DHCPACK(br802)
DHCPACK(br802)
DHCPACK(br816)

DHCPACK(br816)

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

17.

17.

17

17.

17

17.

17

17.

17

17.

17.

17.

.0.58

.0.58

.0.58

16.6 fa:16:

0.58 fa:1l6:

fa:16:

0.58 fa:1l6:

fa:16:

0.58 fa:1l6:

fa:16:

0.58 fa:l6:

2.7 fa:16:3

2.3 fa:16:3

16.27 fa:16

16.27 fa:16

[10] O:ssh* ccfawe 03/04

'S4 ~ /~dnsmasq/ && $5 ~ /DHCPACK/ {mac[$7]++} END {for

awk (m in mac)



http://localhost:8080/?arg=prez/dhcp.ttyrec

EXEMPLE: CONNEXIONS REUSSIES PAR UTILISATEUR

BHARHBHHRHHRH BB AR HRHH B R B HRHHB IR HRHHRHHHHRH AR HRH AR R R AR AR SRR AR R HH

Bienvenue au centre de calcul de 1'IN2P3
en partenariat avec le CEA/DSM/IRFU

Welcome to the IN2P3 computing center
in partnership with CEA/DSM/IRFU

TR SR R S S S

.profile

fwernli@ccsvlil5/~(0)$ cd /var/syslog-ng/remote/2016/04/01

fwernli@ccsvlil5/01(0)$ grep -iP 'sshd.*Accepted.*password' by-host/ccosvms* | tail -n3

by-host/ccosvms0064:2016-04-01T12:14:27+02:00 ccosvms0064 <auth.info> sshd[21474]: Accepted passwor
d for calvat from 134.158.231.65 port 52693 ssh2

by-host/ccosvms0083:2016-04-01T10:55:50+02:00 ccosvms0083 <auth.info> sshd[1244498]: Accepted passw
ord for vamvakop from 134.158.70.117 port 57745 ssh2

by-host/ccosvms0083:2016-04-01T18:26:52+02:00 ccosvms0083 <auth.info> sshd[1263666]: Accepted passw
ord for vamvakop from 134.158.70.120 port 55938 ssh2

fwernli@ccsvli15/01(0)%

fwernli@ccsvlil5/01(0)%

) {$count{$F[7]1}++}; END {print Dumper \%count}' by-host/ccosvms*Accepted” && $F[5] eq "password"

[13] O:ssh* ccfawe 03/04

awk 'S5 == "Accepted" && $6 == "password" {count[$8]++} \
END {for (i in count) {print i,count[i]}}"’



http://localhost:8080/?arg=prez/sshd.ttyrec

EXEMPLE: NOMBRE D'ACCES APACHE PAR IP

Parsing log files for frequent IP's

So, | hacked this together while undergoing a DDOS attack to pull naughty ips out of my logs. Anyone have any improvements or other
suggestions to make it better?

Here's the general idea:

1. pull ip's only out of log file
2. sort them
3. unig and count them

4. sort them again

And the string o'pipes:
cut --delim " " -f7 /var/log/apache_access | sort | unigq -c | sort -rn > sorted-ips.txt
/ text-processing  /logs /ip
edited Mar 21 '11 at 0:17 asked Aug 12
Gilles ﬁ‘ gabe.
331k 56 581 1016 4,652

4

awk -F'[ "]+' 'S7T == "/" { ipcount[S1]++ }

END { for (i in ipcount) {
printf "$15s - %d\n", i, dipcount[i] } }' logfile.log

v


http://stackexchange.com/
http://unix.stackexchange.com/questions/433/parsing-log-files-for-frequent-ips#
http://unix.stackexchange.com/questions/433/parsing-log-files-for-frequent-ips#
http://unix.stackexchange.com/users/36127/swissunix
http://unix.stackexchange.com/questions/433/parsing-log-files-for-frequent-ips
http://unix.stackexchange.com/questions/tagged/text-processing
http://unix.stackexchange.com/questions/tagged/logs
http://unix.stackexchange.com/questions/tagged/ip
http://unix.stackexchange.com/posts/433/revisions
http://unix.stackexchange.com/users/885/gilles
http://unix.stackexchange.com/users/298/gabe

METHODES TRADITIONELLES

ALERTING ET TEMPS-REEL
o swatch
o SEC
o« tail -F

o alertes via rsyslog ou syslog-ng via mots-clés



EXEMPLE: ADDRESSE IP VOLEE

/etc/syslog-ng/syslog-ng.conf:

filter £ dupe addr {
match ("Duplicate address .* detected on interface")

}
log {
source (s _cisco)
filter (£ dupe addr)
destination(d email telecom)

}

\’

From: root@batmand42.inZ2p3.fr (root)
To: alaaaaarm@cc.in?2p3.fr
Subject: alerte syslog-ng

Alerte de syslog—-ng

Nov 24 10:25:10 Lyon-SUPER : 2015 Nov 24 10:25:10 CET: SEIGRP-X-DUP ADDE
detected on interface VlanWZz



EXEMPLE: "LOGS" COLORISES SIMULTANES SUR PLUSIEURS SERVEURS
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METHODES TRADITIONELLES
INCONVENIENTS

o Ne passent pas a l'échelle
o Nécessitent des droits privilégiés
e Disparité des outils

e Maintenance nécessaire des "recettes"
e Pas de vue d'ensemble



UNE EPINGLE DANS UNE BOTTE DE FOIN



DONNEES ANNUELLES

e 40 milliards de logs
e 400 milliards de métriques

C'est trop pour grep



METADONNEES

e Savoir ce que |'on cherche
o Corrélations
o Contexte

1. Technique

2. Orienté "Site"

datacenter=Bron



NORMALISATION

« Modeéle simple de haut niveau

evenement

service
state
host

ttl

e Pour tous les événements



DONNEES "SITE"

 localisation (datacenter, rack, etc.)
« "facts" techniques (os, matériel, etc.)
e role des unités (worker, webserver, fileserver, etc.)



EXEMPLE: "L0G"

"@timestamp": "2016-04-04T15:55:10+02:00"
"service": "kernel",
"state": "warning",
"host": "ccplopl234",
"ttl": 300
"message": "end request: I/O error, dev sda, sector 708561294",
"syslog": {
"severity num": "3",
"severity": "err",
"facility": "kern"
by
"puppet": {
"environment": "production git"
Iy
"pdb": |
"classifier":




EXEMPLE: METRIQUE

"@Qtimestamp": "2016-04-04T01:46:562",
"service": "memory/memory-free/avg/20",
"state": "ok",
"host": "plopl234.in2p3.fr",
"ttl": 20
"metric": 222067138560,
"smurf": {
"rack": "Service 5",
"status": "Test"

I

"type instance": "free",
"plugin": "memory",
"sum": 22206713856,

"ds index": "O0",

"tf": "YYYY.MM.dd",




STRUCTURATION

o logs
= logs structurés a la source (!)
= sinon syslog-ng/patterndb
» syslog-ng pour décision state ok/warning/critical
e métriques
» collectd: métadonnées techniques et seuils (state
ok/warning/critical)
» collectd-write_riemann: transfert des événements
structurés vers riemann



EXEMPLE: LOG

» syslog-ng/patterndb "parse" et analyse selon des regles

2014-05-30T14:34:53 node01l ata2.00: exception \

Emask 0x0 SAct Oxffff SErr 0x0 action 0x0

J patterndb |

"timestamp": "2014-05-30T14:34:53",
"host": "nodeO1",

"service": "kernel-drivers/ata-2.00",
"state": "warning",

"ttl": 300

"kernel": {

"type": "exception",
"emask": "OxO0",
"sact": "Oxffff",
"serr": "OxO",
"action": "OxQ"




EXEMPLE: METRIQUE

o collectd mesure et seuille selon la consigne

J collectd |

"time": 1427120155,

"host": "ccetosadmOl.inZ2p3.fr",

"state": "warning",

"service": "df-images/percent bytes-free",

"ttl": 120,

"metric": 17.42259,

"attributes": {
"cmdb.role": "openstack compute",
"facter.productname": "Poweredge R420",
"collectd.plugin": "df",
"collectd.plugin instance": "images",
"collectd.type": "percent bytes",
"collectd.type instance": "free"

}y
"tags": ["collectd"]




METADONNEES: AVANTAGES

e indexation
e performance
e corrélations
e requétes
o« archivage ciblé
= p.ex. selon "severity"



ARCHIVAGE: LOGS

o Légalement on doit garder un an certains événements
e 1 an de logs au CCIN2P3 c'est possible, mais cher

il faut donc cibler les purges ou faire des
aggréegations p.ex. génerer des statistiques

logs — métriques



ARCHIVAGE: METRIQUES

e 1 an de métriques au CCIN2P3 c'est pas possible
» stockage trop important
= requétes trop lentes

on fait donc des aggrégations en-ligne (p.ex.
min/max/avg)

meétriques moins preécises plus on remonte le
temps



ARCHITECTURE ACTUELLE
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PILE LOGICIELLE



"BACK-ENDS"

syslog-ng
collectd
riemann

elasticsearch



SYSLOG-NG

transport "logs"
structuration

analyse ("pattern matching")
intégration python, rust, perl
corrélation

alerting

routage



COLLECTD

o collecte métriques

o définition de seuils

e transport vers riemann
 modulaire

e "plugins” C, perl, python, java



RIEMANN

gestion en-ligne "logs" et "métriques”
aggrégations, consolidations
seuillage

alerting

routage

abonnements "websockets"

tout est possible via clojure
archivage via samplerr



ELASTICSEARCH

e "You know, for search!"
Moteur de recherche
Indexation des documents
distribué

o API trés riche

e aggrégations multiples

e souple

e GUI puissant



"FRONT-ENDS”

e Kibana
e Grafana

 Riemann-dash
e CLIs REST et WS



METHODES MODERNES
ANALYSE POST-INCIDENT



INDEXATION DES DONNEES

e Requétes via
« API
» GUI
o Systeme distribué
= passage a l'échelle
» facilité d'administration
o Authentification/autorisations
o Structuration des données



EXEMPLE: CONNEXIONS SSH PAR UTILISATEUR
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EXEMPLE: ACCES APACHE



DASHBOARDS

« ccautofs

» spsquota

« controlroom

« Linux O0OM Killer
« hpss

+ kerberos

= rlogin

+ sge-query-cmd

= Mostly everything
lectd Motifications
Cluster

+ GridEngine Master
« Puppet Master

» Openstack

. Y

H & P

EXTERNAL RESOURCES

« RealTime Monitar
« Smurf

= - R
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METHODES MODERNES
ANALYSE "TEMPS-REEL"



ALERTING ET 'TEMPS-REEL"

e Requétes via
= AP|
» GUI
o Structuration des données
= méme structure que pour |'indexation



EXEMPLES: CLI

fwernli@ccosvms0003/~(0)$ loggmann -h
loggmann [-cdfHhqrSs] [long options...] [host] [service]

-s --server Riemann server to subscribe to

-q --query Riemann Query (see
https://github.com/aphyr/riemann/blob/master/test/riemann/query test.clj)

-H --host Host to query (will be ANDed to query)

-S --service Service to query (will be ANDed to query)

-h --help Print help

-d --debug Toggle debugging

-c --configfile Path to configfile

-f --format logformat. Defaults to "time host service
description™

-r --rawformat log raw json data. supersedes --format

fwernli@ccosvms0003/~(0)$ []

HIHHABHHHR IR AR IR AR AR AR RSB BB R AR R

Bienvenue au centre de calcul de 1'IN2P3
en partenariat avec le CEA/DSM/IRFU

Welcome to the IN2P3 computing center
in partnership with CEA/DSM/IRFU

we 05/04h*

ccfa

<


http://localhost:8080/?arg=prez/loggmann.ttyrec
http://localhost:8090/?arg=ccosvms0003.in2p3.fr
http://localhost:8090/?arg=ccosvms0004.in2p3.fr

EXEMPLES: WEBGUI

systeme  users  openafs  GridEngine  Elasticsearch  dCache  ccosvms0023  puppet | + ILoad 0.02,0.04 || cesvli2B.in2p3.fri443 */ websockets L sse
-1 11}
state |= "ok
df-dataipercent_bytes-free processesfork_rate host service state metric description

ccdcatlioss.in2p3.fr RN cowsge0797.in2p3 fr processesifork_rate warning 1960.1936711471453

ccwsge0797.in2p3.0r S yso=0797.n2patr pracessesfark_rate ok 18.753159071758997

event rate

ccosvms0018 ccosvins0023 ccosvms0037 ccosvins0076 cesvii2é  cesvlid9 cosviirT2
streams rate [ISEENNNN
server ws 0.0.0.0:5556 out rate
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REFERENCES

e Processing log messages with Python in syslog-ng

o A How to Guide on Modern Monitoring and Alerting

o Transferring Conserver Logs to Elasticsearch, Linux Journal
January 2016


https://guest.blogs.balabit.com/2015/09/processing-log-messages-with-python-in-syslog-ng/
http://devops.com/features/guide-modern-monitoring-alerting/
http://www.linuxjournal.com/content/transferring-conserver-logs-elasticsearch

