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Dev

»

The reflexive property .HEII!IE."-E'-~
everything is equals to itself 50

client des dernieres technologies
casse tout et recommence
teste son propre code
le vendredi soir
= ship la derniere feature et par en week-end



“IT’'S NOT MAGIC.
IT'S TALENT AND SWEAT.”

GILFOYLE

e systemes hétérogenes
e continuité de services
 |e vendredi soir
= prie pour que le dernier déploiement ne crashe pas



Problemes communs
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pour vision divergentes

fonctionnalité VS sécurité

nouveauté VS stabilité

création VS maintenance

hétéeréogeéneité VS enironnement

tests antirégressions VS mise en production






Me Myself and |

if (sad() ==¥ true) {

sad().stop();
beAwesome();

}




2001/ CGl / Perl / cpan
[Wj / Qj— Gavey

HTTP | > Q—— web
Server
N J

http://oldschool.com/helloWorld.cai

print "Content-type: text/html\n\n";
print "Hello World.\n";

print "Heres the form info:<P>\n";
my ($buffer);

my (@pairs);

my ($pair);
read (STDIN, $buffer, $ENV{ ' CONTENT LENGTH'});

@pairs = split(/&/, $buffer);
foreach $pair (@pairs)

print "$pair<BR>\n"
}


http://search.cpan.org/
http://oldschool.com/helloWorld.cgi
https://metacpan.org/pod/release/JPRIT/ObjStore-1.13/PHTML.pm

2001 / LAMP

AppArmor
SELinux
Smack
TOMOYO

Process Scheduler

Netfilter

Linux network stack
Network scheduler
NIC

device
driver

kmod-fs-ext4
kmod-fs-btrfs

Lustre

50

Hardware Environment: CCC
Crackers
Attacks
& Competitors
Requests

Internet
Responses \\‘
low latency cu Stome I'S
Bothets

DDoS-Attacks

Ispconfig?


https://www.ispconfig.org/

2001 / Best practice

@ UltraEdit-32 - myfiles - [C:\myfiles\cftopen.cpp]
ﬂFiIe Edit Search Project “Wiew Formak  Column Macro  Advanced  ‘Window  Help

|[«» DS H San B 3§ ¢ $2E (Fmm

| randarmizer. ]s abs_space.java | CF'I'F'EI'I Cpp ||:|:|nF|g u:gl datasec.c | Formmail.pl | index, bt

= __x I‘:'I||||I|||:|'|I:|||||I|||2|I:|||||I||-:-3|I:|||||I|||4|I:|||||I|||5|I:||71 | %
Project || OpenJ Explorer | Ln i CFTPOpenh 25
et s 5 |22¢[ typedef struct threadStruct | | bobataExchange
:E; 24%  // Sort callback function - gE‘-JGIgr\J_MCELSIgEES_MAP
- ic i S0t c S
20 z::EI static int CALLEACE Easgksis| LPARLN 1Paraml, LPARAM END_MESSAGE_MAP
it SetDialogBox
1 248 CFTPOpen® pDialog = (CFTPOpen®)lParamSort; Mh
=2 237 CListCtrl™ plistCtrl = splialog->=m_ l1Ftplist: SFTPDone
# 243 LY _FINDINFO findInfo;: SFTPFileStatus
B 249 char szBufl[MAX_PATH]: g?;g’:‘tt”bt'r'tes
& 250 char szBuUfz [MAX_PATH]: Parsel;?rrii;n Lox
H=a i GetParsesStringPieces
=] .ﬁ; |:-|-p Accounts Z5E L¥ _ITEM lwstructl, lwstructz: CwtBinaryTodsciHe:
52 CvtBAsciHexToBinary
{public_htrmljl 54 A4 initial checks for first item (dir up cmd) ecp
255 if (lParaml == 0) gfi ”
o A irExists
mail handler [ FELiEn Sl CreateMyDir
readme, bxt } WriteDirList
| if [(lParamz == 0] LoadaccountLisk
: 259 return +1; + || Loadaccount M
header,inc.pl = =
< | > 5 |
x

Find 'SortFunc' in 'Civmyfiles\cftopen.cpp!’

C:hvmyfiles\citopen.cppia4d): static int CALLBACE SortFunc (LPARAM lParaml, LPARAM 1Params, LPARALM 1P:
Civmyfiles\cftopen.cpp (2598): m_ 1Ftplist, Sortltens(JortFunc, (LPARAM)this):
Cihvmyfiles\cftopen.cpp(2621): m_ 1Ftplist,Sortltens(JortFunc, [(LPARAM)this):

Found 'SortFunc' 3 time(s).
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2001 / WYSIWYG

o compatibilité Netscape 4.7
o compatibilité IE 5/6

2007 | CSS frameworks?



https://en.wikipedia.org/wiki/CSS_framework

Vulnerabilities By Year
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2001/ CMS

24
19 20
16 14 15
10 11 11
: : |
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Vulnerabilities By Type
2004 2

86
2005 10
M 2006 16
M 2007 40
2008 27
2009 14
M 20102
M 201111 35 3 30
M 2012 24 21
2013 19 17 16
2014 29 1 l B 1 1
2015 11 I —
M 2016 20
M 2017 15
stats pour wordpress

2001 / spip par uZine
2002 / drupal

2004 / wordpress
2005 / joomla ...

M xss 86
Http Response Splitting 1
M cx=cute Code 35
Sql Injection 21
Gain Information 31
M Denial of Semwvice 17
[ | Directory Traversal 8
Bypass Something 30
CSRF 16
M Gain Priviiege 1
File Inclusion 1


http://www.spip.net/
http://uzine.net/
https://www.drupal.org/
https://fr.wordpress.org/
https://www.joomla.fr/
https://www.staticgen.com/

2003 / Ajax & JavaScript

o XmlHttpRequest

e ActiveXObject("MsxmI2. XMLHTTP")
= sarissa
= 2005 / Prototype / script.aculo.us
= 2006 / MooTools
= 2006 / JQuery


https://gist.github.com/fcoury/2432555

2004 / Ruby On Rails
2006 / symfony (1.0)
2011 / Laravel

2012 / composer
2017 / symfony (3.3)



Frameworks

structure de fichiers cohérente
= A7-Missing Function Level Access Control
configuration
= A5-Security Misconfiguration
= firewall A4-Insecure Direct Object Reference
mvc
= moteur de template
o A3-Cross-Site Scripting (XSS)
» sous framework de formulaire
o A8-Cross-Site Request Forgery (CSRF)
environnements
= préseverve la prod
o Ab6-Sensitive Data Exposure
orm
= requétes préparées
o Al-Injection



https://www.owasp.org/index.php/Top_10_2013-A7-Missing_Function_Level_Access_Control
https://www.owasp.org/index.php/Top_10_2013-A5-Security_Misconfiguration
https://www.owasp.org/index.php/Top_10_2013-A4-Insecure_Direct_Object_References
https://www.owasp.org/index.php/Top_10_2013-A3-Cross-Site_Scripting_(XSS
http://doc.m4z3.me/_/aramis/Top_10_2013-A8-Cross-Site_Request_Forgery_(CSRF
https://www.owasp.org/index.php/Top_10_2013-A6-Sensitive_Data_Exposure
https://www.owasp.org/index.php/Top_10_2013-A1-Injection

Frameworks

plugins
= utilisateurs
o A2-Broken Authentication and Session Management
= commandes systemes & filesystem
o Al-Injection
= d'upload
o Ab-Sensitive Data Exposure

cli

= A9-Using Components with Known Vulnerabilities
tests

= fonctionnels

= Unitaires

= fixtures

déploiement

100% OWASP Top 10



https://www.owasp.org/index.php/Top_10_2013-A2-Broken_Authentication_and_Session_Management
https://www.owasp.org/index.php/Top_10_2013-A1-Injection
https://www.owasp.org/index.php/Top_10_2013-A6-Sensitive_Data_Exposure
https://www.owasp.org/index.php/Top_10_2013-A9-Using_Components_with_Known_Vulnerabilities
https://www.owasp.org/index.php/Top_10_2013-Top_10

le cli

composer (php)
RubyGems (Ruby)
pip (Python)

npm (nodejs)

How one developer just broke Node, Babel and thousands of projects in 11
lines of JavaScript



https://www.theregister.co.uk/2016/03/23/npm_left_pad_chaos/

2008 / € aithub

e remplace sourceforge (~1999) en quelques mois
= ne distribue pas des versions packagées
o distribue le code et rien que le code
= permet d'explorer le code en ligne

= invente les pull requests

= branch & tag

= pug tracker

= wiki doc

= git*pages

= statistiques de popularité, de vie
» timeline des dernieres modifs

» Markdown a tous les étages

'opensource a gagné

le libre pas forcément


http://github.com/

2011 / &y qitlab

W gitlab = O qithub + &

= { gitlab.isima.fr = qitlab/qitlab-ce on CoreOS on OpenStack

repo

= team

= private / protected /public
python-gitlab <3
2013 / gitlab ci

= runner docker

= _gitlab.yml

extrait gitlab-ci


https://gitlab.com/
http://gitlab.com/
http://github.com/
http://gitlab.isima.fr/
https://hub.docker.com/r/gitlab/gitlab-ce/
https://coreos.com/
https://www.openstack.org/
https://github.com/gpocentek/python-gitlab

Cl/CD

e variable
= ssh key
= username
= passwords
e multi stage
= pre-script
= build
= deploy
e pastille verte / rouge
= s'arréte au moindre probleme



maquetter son déploiement

e vagrant

= {¢.gitlab
e ansible

= {yqitlab


http://gitlab.com/
http://gitlab.com/

Twelve-Factor App!



https://12factor.net/fr/

